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|dP may implement
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Authentication Flow : Cross Channel

Channels and (applicable) Authentication Methods (AM)
may vary from one IdP’s to another, giving the
variety and choice of preference to consumers.

Technology choice is flexible with possibility for
new innovative technology, e.g. biometrics, mobile PKl, etc.

Requlating Body (e.g. EDTA) may specify the standard
of each Authentication Method (AM) and specify the
“level of assurance” of each AM .

|dP determines that
the user was enrolled
or required to use
another channel

designated
SECUred device
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_Provider




Authentication Flow : Cross Off-line Channel

|dP determines that
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_Provider




Basic Authentication (Technical Flow)
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Info about
the Level of
Assurance (LoA)
of each IdPs
and the required
LoA of AS
are also in
the |dP/AS
directory.

The required LoA is
specified in the request

(req#)

|dP may interact
with user using
different/many
Authentication
Method (AM),
depending on
the required LoA
as specified
in the request

(req#)
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_Provider
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Basic Information Request
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LHUNRIU1 National Digital ID Platform

Phase 1 (Q3/2018) Phase 2 (Q2/2019) Phase 3 (Q4/2019)
—_—

- Core Platform - Delegation Flow - Universal ID d%suunAa
- Universal ID dnsuuAna - Multiple I1dPs (User's Selection) 5334A1 (Mode 3)

5338A1 (Mode 2) - Universal ID d%3U#ALAARS - - Universal ID @ vsuiiayaaa
- Multiple IdP (RP’s Selection) Depend on DBD's Legal (Mode 4)

INDIVIDUAL JURISTIC

Mode 1
No UID Record. Individual / Juristic person may use one or more SpecificlDs directly to IdPs. Full

Anonymity, no need to expose SpecificlD in Request Bus (with option for RP to put SpecificlD too).

Mode 2
UID Individual/Juristic person may use one or more SpecificlDs directly to IdPs and alternatively use UID to request for authentication. If the

Record  SpecificlD used successfully to authenticate does not appear in the UID’s IdP Association List, warnings are put forward to all IdPs in the List.

Mode 3 Mode 4
2 Juristic Person may use SpecificlDs or UID to start the request for

Individual may use SpecificIDs or UID to start the request for .. . ..
L ) P .. .. | authentication. But the restriction combination of the UID must be
authentication. But the restriction combination of the UID must be : ..
complete otherwice the request i reiected complete, otherwise the request is rejected. Request may be cascaded
pedis ] J to ind-UIDs (directors/representative of the Juristic Person)
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